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Security breaches happen when you least expect it.

Think your data is safe? Unfortunately it may not be.

The risk with hard disks which contains a digital copy of the documents being scanned or sent for printing. All the associated
metadata and valuable business assets can actually be accessed, which poses a risk for data breach. Data breaches will
irreversibly tarnish the hard-earned reputation of your company, resulting in large monetary losses. With data theft becoming a
serious threat, how do you know your data is secure?

Fortunately, with Konica Minolta bizhub SECURE and bizhub SECURE Platinum, you can be sure that confidential data stored on
the internal hard drives of multi-function printing devices are always protected.

Our latest i-Series multi-function 1 Change administrator password 4 4

printers are equipped with 2 Enable HDD overwrite temporary data v v

3 Use HDD encryption with individualised password v 4

4 Set HDD lock password v 4

5 Configure automatic deletion of jobs stored in user boxes v 4

AWARD-WINNING 6 IP filtering to limit network access to device v

Security Solution global leader 7 Enhanced user-authentication options v

in cybersecurity and antivirus s A 55 5y W e e v
software

9 Disable unsecured and unwanted services, protocols and ports at MFP v

10 Enable TLS v1.2 on the MFP v

THE CHOICE IS YOURS

Here at Konica Minolta, we’re committed to protecting our customer’s data, and offer a list of hard disk security treatment services
to give our customers a peace of mind.

During service maintenance to replace the HDD, or at the end of the service period of each printing device, you can choose the
treatment of your HDD from a few options available.
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REFORMATTING & REWRITING OF HDD RETENTION OF HDD BY CUSTOMERS DISPOSAL OF HDD
This is the basic process to ensure that Prefer to keep your HDD for safekeeping? Want your HDD to be destroyed and
data is cleared off the HDD. However, Sure! Just request for it, and we'll returnitto  disposed of? Done! You may request for a
the original data may still be extracted you. A new HDD may then be required to be certificate to state that disposal is complete
using sophisticated technology. replaced into your multi-function device. if you would like.

Konica Minolta Business Solutions Asia is transforming the workplace of the future with its customer-centric solutions and hardware for the
digitally connected world. We are committed to creating new values for the society with our expertise. From information management to
technology enabling tools, the solutions help businesses improve their time to information, support mobility, and optimize business processes
with workflow automation. Konica Minolta, Inc. has also been named to the Dow Jones Sustainability World Index, one of the most prestigious
global indices of ESG investment, for seven years in a row. For more information, please visit http://www.konicaminolta.sg/business/
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