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How businesses adapt to stay operational
in the virtual environment
Giai phap nao cho doanh nghiép duy tri hoat dong trong
“moi truong ao”?
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In the age of digital transformation, cybercrime has emerged as today's fastest-growing form of
criminal activity, with 43% of online attacks now aimed at the Small Medium-sized Enterprises
(SME)s, yet only 14% are prepared to defend themselves.! What this means to business owners, is
the increasing need to be more cybersecurity conscious and to invest more to defend themselves
against cyberattacks that pose significant threat to their IT infrastructure. Companies need to
educate their staff to send any suspicious targeted social engineering attack such as scareware
directly to cybersecurity team for analysis, and business owners also needs to work closely with
international law enforcement agencies as well as national regulatory bodies to build a
comprehensive cyber defense.

Hoat dong cua toi pham cong nghé cao dién ra ngay cang phuie tap, nhdt la {trong thot ki phat trién
manh mé ciia chuyén déi ky thudt so, véi hon 43% cugc tan cong truec tuyén nham vao cdac doanh
nghiép vira va nho (SME), nhwng chi cé 14% trong s6 dé6 dwoc xdy dung hé thong bdo vé nhitng rui
ro tdn cong tir mang ludi nay. Vay diéu nay c6 y nghia &l doi voi chii doanh nghiép? Y thirc vé an
ninh mang va nhu cau dau tw nhiéu hon vao co s0 ha ting thong tin dang dwoc cac doanh nghiép
quan tam dé chii dong bao vé minh truoc cac méi de doa do tan céng mang gay ra. Moi nhan vién
can dwoc luu y vé viéc thong bdo ngay cho doi ngii cong nghé thong tin (CNTT) khi phat hién co
bdt cir cudc tin cong mang c6 myc tiéu dang ngo cho hé thong bdo mdt ciia doanh nghiép dé ho
diéu tra va phan tich. Dong thoi, chu doanh nghiép ciing can hop tac chat ché voi cac co quan thuc
thi phdp ludt quoc té va quoc gia sé tai dé xdy dung hé thong bao vé khéng gian mang toan dién.

As COVID-19 pandemic continues to sweep the globe, cybercriminals around the world
undoubtedly are poised to capitalize on the crisis by launching a different kind of “virus”.
Companies should ensure all corporate owned or managed devices are equipped with essential
security capabilities and adhere to security best practices in remote environments. These critical
capabilities such as the ability to:? ‘

Khi dai dich COVID-19 van dang lan rng trén toan cau, ciing la thoi co thich hop dé téi pham
cong nghé cao tan dung cugc khing hoang va tao ra mot loai “virus” khac. Cdac doanh nghiép can
dam bao tat cd cdc thiét bi thugc so hitu hodc quan Iy cua cong ty déu dwoc trang bi chirc nang bao
mdt thiét yéu va tudn thi cdc bai hoc thiee té vé hé thong bdao mdt tir xa. Mot s6 chike ndng quan
trong: ?
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e Securely connect users to their business-critical cloud and on-premise applications, such as
video teleconferencing applications which are increasingly relevant for remote work
environments
Két néi an toan nguoi diing voi ung dung dién toan dam mdy va umg dung co san. Mot vi du
dién hinh duwoc sir dung phé bién trong méi trieong lam viéc tir xa hién nay la héi nghi video
truc tuyen.

e Provide endpoint protection on all laptops and mobile devices, including VPN tools with
encryption
Cung cdp giai phdp bdo vé diém cudi trén tat ca may tinh xdch tay va thiét bi di dong, cdc
cong cu VPN co ma hoa

e Enforce multi-factor authentication (MFA)
Trién khai xdc thwe da nhdn té (MFA)

e Block exploits, malware and command-and-control (C2) traffic using real-time, automated
threat intelligence
Ngan chan cdc phan mém doc hai, kiém sodt luu heong truy cdp theo thoi gian thue, canh
bao tu dong cac moi de doa ¢ thé xay ra.

o Filter malicious domain URLs and perform DNS sinkholing to thwart common phishing
attacks
Loc cdc mién URL doc hai va thuc hién co ché DNS dé ngan chan va kiém sodt cdc cudc tan
cong tw toi pham cong nghé cao.

While organizations may eventually face the prospect of functioning with little to no personnel on-
site and other important support functions, and businesses are trying to figure out how to stay
operational in a virtual world, the need to invest in cybersecurity solutions to protect their
businesses, especially since the loss of personal information and impact of a cyber-attack can be far
greater than the cost of getting protected in the first place.’

Voi su chuyen doi hinh thirc hoat dong cia nen kinh té, doanh nghiép sé phai dan thich iing va doi
mdt voi van dé hoat dong trong su han ché vé nhan cong va mot so chirc nang ho tro khdc. Ho dang
cé gang tim ra gidi phdp dé duy tri hoat déng trong mot “méi trueong do’ " bang cdch ddu tw vao cdc
gidi phdp an ninh mang dé bdo vé doanh nghiép cua minh. Bai todn vé chi phi dwoc dat ra khi thiét
hai do ro ri théng tin cd nhdn va hé qua cia cudc tan cong mang c6 thé 16m hon nhiéu so véi chi phi
ban dau doanh nghiép bo ra dé xdy dung hé thong an ninh mang.’

Hacking techniques are constantly evolving and is increasingly getting more complex. As a result,
cybersecurity is a growing concern for the organization globally. Legacy technologies such as
firewall and antivirus software are proving inadequate in this evolving cyber threat landscape.
Vulnerabilities in the computer system security have been exploited by unethical hackers, resulting
in millions of personal information being stolen, sold or held for ransom, creating a debilitating
impact on the economy. With Konica Minolta CyberSecure Platform, we provide multi-featured
defense in a box which helps organizations to mitigate cyber threats instantly.”

Cac ky thudt hack (hanh dong tham nhdp mang tinh pha hoai) lién tuc phat trién va ngay cang phirc
tap hon. Do d6, an ninh mang la méi quan tam I6n ciia moi té chire trén toan cau. Céac cong nghé
cii nhir twong lita va phan mém chong vi-riit dang khong con day dii kha néing chong lai nhitng moi
de doa tir an ninh mang trong boi canh phdt trién nhw hién nay. Cdc 16 héng trong bdo mdt hé
thong mdy tinh da bi cdc toi pham céng nghé khai thac, dan dén hang triéu thong tin ca nhdn bi
ddnh cdp, bdn hodc giit dé doi tién chudc, tao ra tic ddng lam suy yéu nén kinh té. Véi Nén ting
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CyberSecure cua Konica Minolta, ching t6i cung cdp goi gidi phdp cho hé thong phong thii da tinh
nang giup cdc té chirc giam thiéu cac moi de doa tir an ninh mang ngay ldp tirc.”

An innovative and automated way of securing your network, the CyberSecure Platform typically
deploys in-line, where the packet is processed in lightning speed with comprehensive security
engine that prevents intrusion. Most importantly, the CyberSecure Platform is invisible to the
hackers, thus provides a robust protection to your network.

Nén tang CyberSecure dirgc trién khai néi tuyén, trong dé géi gidi phdp dwoc xir Iy voi toc dp cuc
nhanh bang céng cu bdo mdt toan dién gitip ngan chan sw xdm nhdp tir bén ngoai, dam bdo an toan
cho hé thong mang ciia doanh nghiép mét cach sing tao va tw dong. Piém quan trong dic biét la
10i pham cong ngh¢ khong thé ndo phat hién dwoc si ton tai ciia Nén tang CyberSecure trong hé
thong, do dé nén tang nay mang dén su bao vé manh mé cho mang luéi an ninh ciia doanh nghiép.

Key Features

Chirc nang Key Benefits of CyberSecure Platform

Loi ich chinh cta Nén tang CyberSecure

ELIMINATES UP TO 90% OF INCOMING CYBER THRERTS
[TOR, DGR, IP, AND MORE]

e Invisible to cyber criminals (Stealth mode)
— FULL IN-LINE V6 hinh véi toi pham céng nghé (Ché do tang hinh)
STEALTH MODE RATE DETECTION

e Malicious packets are dropped even before it reaches

REAL-TIME DISPLAY the firewall (bi-directional)

OF SECURITY EVENTS ) A 5 . A A ) .
Cac pham mém ddc hai bj vé hiéu héa ngay truéc khi

né tén céng tuwong Itva (hai chiéu)

FASTER RECOVERY
TIME FROM
1ERD-DRY ATTACKS

REMOTE
MONITORING OF AUTOMATIC HOURLY

MULTIPLE PLATFORMS ”””f‘,,‘;{'{:;*;;gg‘*” e Deep Packet Inspection (DPI)
Phéan tich sdu cac goi (DPI)

To find out more about CyberSecure Platform
Visit: https://www.konicaminolta.sg/business/solutions/cybersecure-platform/

Dé tim hiéu thém théng tin vé Nén tang CyberSecure, vui long truy cdp dwong dan bén dudi
https://www.konicaminolta.sg/business/solutions/cybersecure-platform/

! https://www.cnbc.com/2019/10/13/cyberattacks-cost-small-companies-200k-putting-many-out-of-
business.html
’. https://www.weforum.org/agenda/2020/03/covid-19-cyberattacks-working-from-home/

? https://www straitstimes.com/world/united-states/coronavirus-themed-cyberattacks-surge-as-
more-employees-forced-to-work-from-home
* https://www konicaminolta.sg/business/solutions/cybersecure-platform/
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